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The ôInsider Threatõ 
Of all information ǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎΣ ǘƘŜ ΨƛƴǎƛŘŜǊΩ ǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘ ǳǎǳŀƭƭȅ ƛǎƴΩǘ ǘƘŜ ƛƳŀƎŜ ǘƘŀǘ ǇŜƻǇƭŜΩǎ 

minds go to first. Angry young men in darkened bedrooms, perhaps. Or offices full of reclusive 

geniuses, hacking away at the behest of their government, maybe. 

The costliest form of information security incident is none of these things. It is the incidents caused 

by regular, every day staff members, acting maliciously, accidentally or obliviously to the damage 

they could cause by their actions, or lack thereof. Causing or enabling the leak of information to 

ǇŜƻǇƭŜ ƻǳǘǎƛŘŜ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴΣ ƻǊ ǘƻ ƻǘƘŜǊǎ ƛƴǎƛŘŜ ǘƘŜ ƻǊƎŀƴƛǎŀǘƛƻƴ ǿƘƻ ǎƘƻǳƭŘƴΩǘ ƘŀǾŜ ƛǘΦ 

A recent survey1 found that security incidents caused by malicious insiders cost companies an 

average of over $500,000 each year. Another survey2 found that every company experiences an 

average of six breaches like this in 2015 alone, and 75% of organisations experienced at least one. 

Forthcoming GDPR regulations3 from the EU are set to apply extremely harsh punitive fines to any 

company responsible for information containing details of its citizens, which leaks to the public, no 

matter the cause. Staff member accidentally shared a spreadsheet containing customer names and 

ŀŘŘǊŜǎǎŜǎΚ ¢ƘŜ ŦƛƴŜ ŎƻǳƭŘ ŜȄŎŜŜŘ ϵнл ƳƛƭƭƛƻƴΦ ¢ƘŜ ǊŜƎǳƭŀǘƻǊs - ǘƘŜȅΩǊŜ ƴƻǘ ƳŜǎǎƛƴƎ ŀǊƻǳƴŘΦ 

This, now, qualifies as a severe, even existential risk to companies everywhere. 

Defining the ôInsiderõ 

For the ǇǳǊǇƻǎŜǎ ƻŦ ǘƘƛǎ ǇŀǇŜǊΣ ǿŜΩǊŜ ƎƻƛƴƎ ǘƻ ƎƛǾŜ ŀ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜ ǘŜǊƳ ΨƛƴǎƛŘŜǊΩΦ ²ŜΩǊŜ going to 

exclude administrators, who often necessarily have high privilege access to information in order to 

do their job. ²ŜΩǊŜ also excluding ΨƘŀŎƪŜǊǎΩΣ ǳǎƛƴƎ ǎǳōǾŜǊǎƛǾŜ ƳŜŀƴǎ ǘƻ Ǝŀƛƴ ŀŎŎŜǎǎ ǘƻ ŘŀǘŀΦ  

²ŜΩǊŜ talking about regular, every day staff members working in the business. WŜΩǊŜ also talking 

about external partners with whom information is shared. And ǿŜΩǊŜ talking about anyone to whom 

they have given or lost their access credentials. 

Why the Insider Threat is Different 

Most other information security threats stem from gaps in the IT landscape. They tend to warrant 

predominantly technical responses at the network perimeter, such as firewalls, DMZs, intrusion 

detection, etc. 

The insider security threat is different, and deserves to be thought of separately to external hacking-

type threats.  

It tends to occur at granular level, one document-at-a-time ς not entire systems or networks at a 

time. This means that effective solutions (and useful conversations about them) are much closer to 

the business than they are to the IT teams responsible for technology. Our most vulnerable systems4 

are those which store the documents ς our collaboration, cloud storage and file sharing systems. 

                                                           
1 http://www.securonix.com/insider-attacks-were-the-most-costly-breaches-of-2015/ 
2 http://www.pwc.co.uk/services/audit-assurance/insights/2015-information-security-breaches-survey.html 
3 https://en.wikipedia.org/wiki/General_Data_Protection_Regulation 
4 http://www.infosecbuddy.com/wp-content/uploads/2015/06/Insider-Threat-Report-2015.pdf 
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There is a roughly equal split between accidental and malicious causes. As opposed to external 

hacking incidents which are 100% malicious in nature, around half of all insider security incidents are 

accidents, even though the business impact of these incidents is just as severe. This makes every 

staff member a potential assailant ς even your most competent and trustworthy people. 

And insider incidents have a much higher likelihood of actually occurring, and often go undetected 

ŦƻǊ ƳƻƴǘƘǎΦ hǳǊ ǘŜƴŘŜƴŎȅ ǘƻ ŦƻŎǳǎ ƻƴ ǎǘƻǇǇƛƴƎ ΨǘƘŜ ōƛƎ ƛƴŎƛŘŜƴǘΩ ƻǾŜǊƭƻƻƪǎ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ǘƘŜ ǎǳƳ 

total impact of the smaller incidents, occurring on a regular basis, can have a far greater negative 

impact on the business. 

The Nature of the Insider Security Threat 

Information Management is the 

professional discipline concerned with 

connecting people with the information 

they need to do their jobs. Insider 

security incidents occur when people are 

connected with information they 

ǎƘƻǳƭŘƴΩǘ ƘŀǾŜΦ {ƻΣ ǿŜ ŎƻǳƭŘ ǘƘƛƴƪ ƻŦ 

insider security incidents as being when 

Information Management fails. 

To understand the threat, is to recognise 

the nature of Information Management. 

That is, how information is created, 

shared, stored and moved within 

organisations. There are four pillars: 

people, information, business 

environment, and technology. 

So, when it comes to the nature of the 
insider threat, we can fǊŀƳŜ ƛǘ ǳǎƛƴƎ ǘƘŜǎŜ ŦƻǳǊ ǇƛƭƭŀǊǎ ŀƭǎƻΦ [ŜǘΩǎ ƭƛǎǘ ǎƻƳŜ ŀǎǇŜŎǘǎ ƻŦ ŀ ŎƻƳǇŀƴȅΩǎ 
typical reality, in each of the four pillars: 

People 

¶ Disgruntled staff 
¶ Phishing threats and social engineering 
¶ People constantly joining, moving, leaving 
¶ External partners / customers / suppliers 
¶ Poor security awareness / too busy to care 
¶ 20% of staff willing to sell their passwords for $10005 

Information 

¶ Massive and exponentially growing volume of data 
¶ In many different forms, including documents, emails, images, databases, printouts 
¶ Moving independently through different lifecycle stages 
¶ Of various sensitivities, classifications and purposes 

                                                           
5 http://fortune.com/2016/03/30/passwords-sell-poor-sailpoint/ 
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Business Environment 

¶ Constant business change - new customers, old partners, departments starting, offices closing, 
strategies and priorities shifting, organisational structures changing, mergers and acquisitions 

¶ Working practices are increasingly flexible and collaborative 
¶ The best intelligence about the information lies with the people in the business who are 

closest to the information, but IT tends to be responsible for information security 
¶ L¢ ǘŜƴŘǎ ǘƻ ƻǇŜǊŀǘŜ ŀǘ ŀǊƳΩǎ ƭŜƴƎǘƘ ŦǊƻƳ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ōǳǎƛƴŜǎǎ 
¶ Attempts to bridge the gap with workflow and business processes achieve varying success 

Technology 

¶ Information scattered across multiple platforms of varying maturity and capability 
¶ The rise of the cloud ς bringing powerful capabilities more cheaply, but also downsizing of IT 

teams, skills and budgets 
¶ The rise of mobile devices and workforces ς everything is available everywhere, anytime 
¶ Many security solutions and vendors competing for market share  

 
As with any risk, the insider threat can be stated as the likelihood of an incident, crossed with the 

potential severity of an incident.  

So, any effective solution for minimising insider security threat needs to sit at the junction of all four 

areas at once, reducing the likelihood and severity of any incident. 

Solutions which focus too narrowly on only one or two of these areas are only ever going to have 

limited overall effectiveness. 

Relevant Technologies 
There are a wide variety of technology types which are relevant to insider security. Choosing 

technologies must begin from an analysis of your own specific circumstances, risks and priorities.  

Following are the five most relevant types of technology6: 

Access Management  
Controlling, validating and reporting on who has access to what, and how that changes over time. 

Ensuring appropriate access to information, in compliance with regulations, standards and business 

needs.  

Torsion Information Security fits into the Access Management category, and sits alone among 

solutions which work with SharePoint / Office 365. 

                                                           
6 Other technologies such as authentication, identity management, lockboxes, CASBs, encryption, 

firewalls, and intrusion detection are also relevant in a general sense, but are more foundational and 

technical than this discussion is intended to cover. 
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Data Loss Prevention 
Detecting, alerting and preventing documents 

and other forms of information containing 

sensitive details (such as credit card numbers, 

DOBs, social security numbers, etc.) when 

moving across boundaries or between people 

in violation of business rules. 

Behavioural Analytics 
Monitoring people's interactions with 

systems and information, detecting, alerting 

and preventing anomalous behaviour. e.g., if 

a user tries to download a document library 

when they've not actually been involved with 

the information, might trigger an alert for an 

administrator to investigate. 

Data Classification 
Classifying information by some combination of criteria, such as sensitivity, audience or purpose, 

and then using those classifications to drive security behaviours in both people and technology. 

Rights Management 
Extending and enforcing rights to interact with information in different ways, including when the 

information has left its host system. e.g. a person may only open a particular document if they have 

rights to it, even after that document was copied to them outside the network. 

SharePoint / Office 365 and the Insider Threat 
Some technology types relevant to the insider threat are quite well serviced through SharePoint, and 

particularly Office 365 which is evolving rapidly. Mileage will vary for on-premises deployments of 

{ƘŀǊŜtƻƛƴǘΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǿƘƛŎƘ ǾŜǊǎƛƻƴ ƻŦ {ƘŀǊŜtƻƛƴǘ ȅƻǳΩǊŜ ǊǳƴƴƛƴƎΣ ŀƴŘ ǿƘƛŎƘ ǊŜƭŀǘŜŘ 

ǘŜŎƘƴƻƭƻƎƛŜǎ ȅƻǳΩǾŜ ŘŜǇƭƻȅŜŘ ŀƭƻƴƎǎƛŘŜ ƛǘΦ 

¶ Rights Management ς now generally available through Office 365. On-premises, requires Active 

Directory Rights Management Services (ADRMS). 

¶ Data Loss Prevention ς now generally available through Office 365. 

¶ Behavioural Analytics ς While this is not generally provided through Office 365, the combination 

of the Audit and Graph APIs now provides much of the big data that is the basis for behavioural 

analytics. Expect to see this space maturing over the next 12-18 months. 

The Biggest and Most Difficult Insider Security Challenge 

In our judgement, the biggest challenge in terms of the insider security threat is, and has always 

been keeping control of access to information.  

¢ƘŜ ōŜǎǘ ǇǊŀŎǘƛŎŜ ǇǊƛƴŎƛǇƭŜ ƻŦ Ψ[Ŝŀǎǘ tǊƛǾƛƭŜƎŜΩ Ŏŀƭƭǎ ŦƻǊ ŜǾŜǊȅ ǇŜǊǎƻƴ ǘƻ ŀƭǿŀȅǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ƻƴƭȅ ǘƘŜ 

information they need aǘ ŀƴȅ ƎƛǾŜƴ ƳƻƳŜƴǘΣ ŀƴŘ ƴƻƴŜ ǘƘŀǘ ǘƘŜȅ ŘƻƴΩǘΦ ¢Ƙƛǎ ƭŜŀŘǎ ǘƻ ŀ ƳƛƴƛƳƛǎŀǘƛƻƴ 

of the insider attack surface, and thus minimisation of the risk of breaches.  

But this is much easier said than done. 

Insider Security 
Technologies 

 NNX´´
5J«JzXªX«º 

Data Loss 
Prevention 

Behavioural 
Analytics 

Rights 
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If you speak to any administrator, consultant or professional with a depth of experience in 

SharePoint or other information management technologies, a plurality of experiences will describe 

ǎȅǎǘŜƳǎ ǿƛǘƘ ΨǇŜǊƳƛǎǎƛƻƴǎ ƻǳǘ ƻŦ ŎƻƴǘǊƻƭΩΦ   

For years, Information Architects have prescribed governance processes to address this issue, but 

success has always been limited. There are just too many documents, too many people, too much 

business change, and too many day-to-day hindrances for such processes to achieve robust results. 

Most system models for managing user permissions tend to be difficult to manage, especially at 

ǎŎŀƭŜΦ /ƻƴŦƛƎǳǊŀǘƛƻƴ ŜǊǊƻǊǎ ǿƘŜǊŜ ǇŜƻǇƭŜ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŜȅ ǎƘƻǳƭŘƴΩǘ ƘŀǾŜΣ ŀǊŜ 

commonplace. They are also extremely difficult to detect, because doing so requires a close 

understanding of the people, business and technical perspectives of every individual piece of 

information (i.e. each of the four pillars above). 

A recent survey7 found that 71% of staff have access to more information than they should. Bringing 

this number down substantially is extremely difficult. But minimising this number is fundamental to 

minimising the likelihood and severity of insider security incidents. 

How the Challenge Arises:  1. User Experience 

In many information management systems, including SharePoint, the user experience is oriented 

towards information sharing: making it easy to grant access for people to information. This is great 

for facilitating collaboration and information reuse. But the counter-point ς revoking access from 

people to information when it is no longer appropriate ς is much less prominent. 

Take this screenshot of a 

SharePoint document library as 

an example. There are three 

prominent links in the main user 

experience (circled), suggesting 

that we expand access rights.  

But what about revoking access 

for a person to a document? 

That takes seven clicks (Select > 

Χ Ҕ Details > Manage Access > 

Dropdown > Stop Sharing > OK).  

And that is only after some 

trigger to go on this journey in the first place. In reality ς its just not going to happen in any normal 

course of events. People are too busy. 

The result is that people tend to accumulate access to information over time. The business 

circumstances which made it appropriate for a person to have access to a piece of information may 

ƘŀǾŜ ŎƘŀƴƎŜŘΣ ōǳǘ ǇŜƻǇƭŜ ƪŜŜǇ ǘƘŜƛǊ ŀŎŎŜǎǎ ŀƴȅǿŀȅΦ ²Ŝ Ŏŀƭƭ ǘƘƛǎ ǇƘŜƴƻƳŜƴƻƴΣ ΨtǊƛǾƛƭŜƎŜ /ǊŜŜǇΩΦ 

                                                           
7 http://www.forbes.com/sites/gilpress/2014/12/09/sony-is-not-the-only-company-with-subpar-data-security-
new-survey-finds/#46e6d6db2547 
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How the Challenge Arises:  2. ôWhoõ is Not Meaningfully Connected to ôWhyõ 

It is easy to grant access for a person to a piece of information. It is much harder to know why this 

was done in the first place, unless you happen to be the person who made that decision. And even 

then, who is going to remember why they gave someone access to a document 18 months ago?  

This is relevant because unless we know why someƻƴŜ Ƙŀǎ ŀŎŎŜǎǎ ǘƻ ǎƻƳŜǘƘƛƴƎΣ ǿŜ ŎŀƴΩǘ Ŝŀǎƛƭȅ 

reassess whether they should continue to have access to something. It is very difficult to determine 

correctness of access controls, especially as the information ages, and people's attention moves on. 

So, the only way to properly ǊŜǾƻƪŜ ǇŜƻǇƭŜΩǎ ŀŎŎŜǎǎ ǿƘŜƴ ǘƘŜȅ ƴƻ ƭƻƴƎŜǊ ƴŜŜŘ ƛǘΣ is to interrogate 

ǘƘŜ ƛƴǎǘƛǘǳǘƛƻƴŀƭ ƳŜƳƻǊȅ ƻŦ ǘƘŜ ǎǇŜŎƛŦƛŎ ǇŜƻǇƭŜ ƛƴǾƻƭǾŜŘΦ ²Ŝ ŎŜǊǘŀƛƴƭȅ ŎŀƴΩǘ Řƻ ǘƘŀǘ consistently. 

Furthermore, being able to explain why people have access to certain information is key to 

demonstrating compliance with many critical information security regulations and standards. 

How the Challenge Arises:  3. Its Just Too Complex! 

Even small to medium sized organisations will often have millions of documents and files. Files are 

often spread across multiple systems, including collaboration systems such as SharePoint and Google 

Drive, on-premises file shares, CRM and legacy systems. Every system works differently. 

Every file has different people who can access it ς for current or historical reasons, for business or 

technical reasons, for correct or incorrect reasons. Constant business change makes required access 

to information, a constantly moving target.  

Part of the reason the configurations controlling who can access which files are so complex, is 

because they are a loose approximation of the organisational structure ς which itself is very 

complex. Departments, functions, roles, offices, teams and statuses; joining and intersecting in 

multiple dimensions. People assigned to one project today, and another tomorrow.  

The set of configurations is a massive, tangled, constantly changing web of complexity ς which could 

never be reliably controlled manually by any human. 

How the Challenge Arises:  4. Empowering IT, not the Business 

Several tools exist which allow IT teams to manage and report on people's access to information.  

.ǳǘ L¢ ǘŜƴŘǎ ǘƻ ƻǇŜǊŀǘŜ ŀǘ ŀǊƳΩǎ ƭŜƴƎǘƘ ŦǊƻƳ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ōǳǎƛƴŜǎǎΦ These tools build on a false 

assumption ς that IT actually knows what any given piece of information is, how sensitive it is, who 

should have access to it, or how these concepts change over time. 

Whoever is responsible for controlling access to a piece of information, and how access should 

change over time, needs be in a good position to understand the context, sensitivity, purpose, and 

nature of the information itself. This understanding is fundamental to the making of good security 

decisions on a constant, ongoing, streamlined basis. 

This is only ever going to be the people in the business who are closest to the information. It is never 

going to be the IT teams ς no matter what business processes we create to try and bridge the gap. 
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Introduction to  Torsion Information Security  
Torsion is a cloud-based information security engine. It maximises control and validation of access to 

information, in order to minimise insider security risks and streamline compliance. 

¢ƘŜ ŜƴƎƛƴŜ Ǌǳƴǎ ƻƴ ¢ƻǊǎƛƻƴΩǎ 

servers, hosted in the Microsoft 

cloud. Every customer has their 

own tenancy, which is 100% 

isolated from every other tenancy. 

The customer establishes secure 

connections between their 

Torsion tenancy, and each of the 

systems in which they manage 

business information ς both in the 

cloud and on-premises. 

Once connected, Torsion begins building an index ς a complete model of all the files, people, and 

access configurations between them. This index is kept up to date, constantly and automatically. 

¢ƘŜ ƛƴŘŜȄ ŘƻŜǎƴΩǘ Ŏƻƴǘŀƛƴ ŀƴȅ actual business data. Every file and access configuration is assigned a 

unique identifier; the index is essentially a big collection of pointers. 

Torsion monitors exactly who has access to what information. It captures who granted access, when 

they granted it, and why they did. It tracks every single change to the security configuration, for 

every single document, file and record.  

This information is then made 

available clearly and conveniently ς 

whenever an information owner, 

administrator or auditor needs to 

consider the security of any piece 

of information. 

But more than validating access to 

information, Torsion also 

automatically controls it.  

Using techniques including Security 

Rules, organisational modelling and 

artificial intelligence ς Torsion 

constantly determines necessary 

access changes, and automatically 

grants or revokes access ς one 

document at a time, or millions of 

documents at a time. 

Once activated, Torsion can start adding value to the business in as little as two hours. 

File Shares SharePoint Documents CRM Records

Torsion validates and controls access to information.
Controlling insider security risk, automatically. 

Simple, Precise and Robust.
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How Torsion Addresses the Insider Threat 

Torsion Addresses the Challenge:  1. Improved User Experience 

When a user interacts with a connected system such as SharePoint Online, their experience in most 

scenarios is as normal. But whenever they need to consider or manage access to information, 

Torsion substantially improves the experience, delivering far better security results for the business. 

For any document, Torsion 

provides an immediate 

view of who can access it, 

who gave them access and 

why. See at a glance 

whether the information is 

accessible outside of the 

organisation, and a 

summary of access history. 

This provides a clear 

knowledge basis on which 

to make the best possible 

security decisions. Key 

details are provided simply 

and clearly, and naturally 

integrated in the workflow. 

Removing access gets equal emphasis 

as granting it, and temporary access 

expires automatically, combating 

Privilege Creep.  

And how about when there are 

multiple people with the same 

name? Information accidentally 

shared with the wrong person 

with the same name has been 

the cause of many catastrophic 

insider security breaches. ²Ŝ Ŏŀƭƭ ǘƘƛǎ ǘƘŜ ΨWƻƘƴ {ƳƛǘƘΩ ǇǊƻōƭŜƳΗ Torsion addresses this too, always 

including photos alongside ǇŜƻǇƭŜΩǎ names, throughout the information sharing experience. 
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Torsion Addresses the Challenge:  2. ôWhoõ is Now Meaningfully Connected to ôWhyõ 

Torsion tracks not just who has access to what, but why they have it. The reason why someone is 

being granted access to something is quickly captured at the moment it happens, and is surfaced 

whenever we need to review or validate access to any information. 

 

Many industries are subject to 

stringent regulations, in which 

an auditor may demand to 

know exactly who has access 

to a particular document, and 

why they have it. 

By keeping track of the 

reasons and circumstances of 

every single access 

configuration, Torsion makes 

it simple to satisfy the auditor 

that the business is in control 

of its information security. 

And by making clear to the information 

owner in the business, exactly why 

anybody has access to their information, 

they are much more likely to spot 

anomalies, and take corrective action. 

e.g. if we can see the reason a person has 

access to a folder is because they were 

providing cover for someone, and we 

know that cover has ended, we are much 

more likely to proactively remove their 

(now unnecessary) access to the folder. 
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Torsion Addresses the Challenge:  3. Defeating Complexity with Automation  

Given that we may have hundreds or thousands of staff, millions of documents, and squillions of 

individual access control decisions along the way, automatically is the only way the ΨŀŎŎŜǎǎ ƻǳǘ ƻŦ 

ŎƻƴǘǊƻƭΩ problem is ever going to be truly solved. 

For years, the basic approach to controlling information access has been long lists of people's names 

ŎŀƭƭŜŘ ΨƎǊƻǳǇǎΩ, created and maintained manually. Torsion brings powerful business rules-based 

access control to all of your information systems ς in a manner that is clear, simple, and consistent. 

¢ƻǊǎƛƻƴΩǎ Security Rules are defined by the information 

owner in the business, in just a few seconds. 

ŜΦƎΦ ΨwŜŀŘ ŀŎŎŜǎǎ ŦƻǊ ŀƭƭ {Ŝƴior Managers in the Engineering 

5ŜǇŀǊǘƳŜƴǘΣ ǿƘƻ ŀǊŜ ōŀǎŜŘ ƛƴ ǘƘŜ [ƻƴŘƻƴ ƻŦŦƛŎŜΩΦ 

Enforcement of the rules is then completely automatic, as 

the business changes over time. Torsion constantly 

determines necessary access configuration changes, and 

grants or revokes access in real time ς one document at a time, or millions of documents at a time.  

Information owners and the business care much 

more about the information itself, than they do 

about the systems which store it. Torsion 

provides the exact same experience and 

functionality across all the systems where the 

business manages information. Users need not 

be concerned with differences between 

SharePoint, File Shares, Dropbox and CRM.  

¢ƻǊǎƛƻƴΩǎ {ŜŎǳǊƛǘȅ wǳƭŜǎ ŘŜŀƭ ǿƛǘƘ ǘƘŜ ƳŀǎǎƛǾŜ 

complexity of controlling access to information. 

Driving accuracy up, and operational costs down, 

to deliver powerful results for the business.  
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Torsion Addresses the Challenge:  4. Empowering the Business, Supported by IT 

Torsion removes the burden of maintaining access controls from IT teams. Security decision making 

shifts to the information owners in the business, and execution of changes is handled automatically.  

This substantially reduces operational costs, and enables IT to deliver far superior information 

security outcomes for the business. 

 

Torsion also provides powerful 

reporting capabilities. Instantly 

generate reports on the security of 

any site, library or file.  

Reports can be historical, describing 

the security of any item, on any date 

in the past ς not just present day. 

Allowing an effective response under 

audit or forensic scenarios. 

And Torsion makes it simple to respond to critical 

situations. For example, if a staff member is under 

question, IT teams can immediately suspend their 

access to information, without necessarily 

suspending their entire account.   

Seeing what information a person can access is as 

simple as lighting up nodes in the tree. 

Access can even be suspended and restored as a 

ƳŀǘǘŜǊ ƻŦ ǊƻǳǘƛƴŜΣ ƭƛƪŜ ŀƴ Ψƻǳǘ ƻŦ ƻŦŦƛŎŜ ǊŜǇƭȅΩ ŦƻǊ ŀŎŎŜǎǎ ǘƻ ƛƴŦƻǊƳŀǘƛƻƴΦ 

¢ƻǊǎƛƻƴΩǎ LƴŦƻǊƳŀǘƛƻƴ 9ǎǘŀǘŜ ŀƭƭƻǿǎ 

IT teams to manage access across 

the whole organisation. It brings 

security configurations, information 

and who-can-access-what into a 

single hierarchical view. 

The consistency and automation of 

the security configuration is given a 

simple score, allowing ongoing 

measurement of security outcomes. 

 






