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The o6l nsider Threat 0O
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minds go to first. Angry young men in darkened bedrooms, perhaps. Or offices full of reclusive
geniuses, hacking away at the behest of their government, maybe.

The costlest form of information security incident is none of these things. It is the incidents caused

by regular, every day staff members, acting maliciously, accidentally or obliviously to the damage
they could cause by their actions, or lack thereof. Causimpabling the leak of information to
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A recentsurvey found that security incidents caused by malicious insiders cost companies an
average of over $500,000 each yeanothersurvey found that every company experiences an
average of six breaches like this in 2015 alone, and 75% of organisations experienced at least one.

ForthcomingGDPR regulatiofrom the EU are set to apply extremely harsh punitive fines to any
company responsible for information containing details of its citizens, which leaks to the public, no
matter the cause. Staff member accidentally stthaespreadsheet containing customer names and
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This, now, qualifies as a severe, even existential risk to companies everywhere.

Definingth e o061 nsi der o
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exclude administtors, who often necessarily have high privilege access to information in order to
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do their job.2 S QalsBexcludngWK | O1 SNBR Q> dzaAy 3 &dzo OSNEADS YSIya

2 S Qthllng about regular, every day staff members working in the busiVéSsQasB talking
about external partners with whom information is sharédsdg S Qalkihig about anyone to whom
they have given or lost their access credentials.

Why the Insider Threat is Different

Most other information security threatstem from gapsn the IT landscape. Thésnd to warrant
predominantly technical responses the network perimetersuch as firewalls, DMZs, intrusion
detection, etc.

The insider security threat is differenand deserves to be thought of separately to external haeking
type threats.

It tends to occur at granular level, one documatia-time ¢ not entire systems or networks at a

time. This means that effective solutions (and useful conversations about them) are much closer to
the business than they are to the IT teamspensible for technology. Oanost vulnerable systeis

are those which store the documentsour collaboration, cloud storage and file sharing systems.

1 http://www.securonix.com/insiderattackswere-the-most-costly-breachesof-2015/

2 http://www.pwc.co.uk/services/auditassurance/insights/20tformation-securitybreachessurvey.html
3 https://en.wikipedia.org/wiki/General_Data_Protection_Regulation

4 http://www.infosecbuddy.com/wpcontent/uploads/2015/06/InsidefThreatReport2015. pdf

© 2017 Torsion® Information Security Ltd.
www.torsionis.com



TORSION immsuny

There is a roughly equal split between accidental and malicious causes. As opposed to external
hacking mcidents which are 100% malicious in nature, around half of all insider security incidents are
accidents, even though theusiness impact of these incidentglst assevere. This makes every

staff member a potential assailagteven your most competentral trustworthy people.

And insider incidents have a much higher likelihood of actually occurring, and often go undetected
F2N) Y2Y(GK&a®dP hdzNJ 6SYyRSyOe G2 F20dza 2y aidz2LIAy3
total impact of the smaller incident®ccuring on a regular basis, can have a far greater negative
impact on the business.

The Nature of the Insider Security Threat
Information Management is the
professional discipline concerned with
connecting people with the information
they need to daheir jobs. Insider i b
security incidents occur when people ar PEOPLE

connected with information they
aK2dzZ RYyQi KIF@So {2 SRS

insider security incidents as being when %

Information Management fails.

TORSION TLETEY

INFORMATION SECURITY

To understand the threat, is to recognist
the nature d Information Management. 2e 6 e e e CONTEXT
That ishow information is created, OF THE
shared, stored and moved within
organisations. There are four pillars: FNARLED Y

people, information, business BUSINESS
environment, and technology. ENVIRONMENT

So,when it comes to the nature of the

insider threat, wecarNd YS A G dzAAy3 GKSAS F2dzNJ LIAETEFINR Ffaz2o

typical reality, in each of the four pillars:

People
1 Disgruntled staff
Phishing threatand social engineering
People constantly joining, moving, leaving
External partners / cusmers / suppliers
Poor security awareness / too busy to care
20% of staff willing to sell their passwords for $1000

=a =4 -8 —a -

Information
1 Massive and exponentiallyagwingvolume of data
1 In many different forms, including documents, emails, images, databpsemuts
1 Moving independently through different lifecycle stages
1 Of varioussensitivities classifications and purposes

5 http:/ffortune.com/2016/03/30/passwordsseltpoor-sailpoint/
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Business Environment

1 Constant business changaew customerspld partners,departments starting, offices closing,
strategies and priaties shifting, organisational structures changing, mergers and acquisitions

1 Working practices are increasingly flexible and collaborative

1 The best intelligence about the information liedth the peoplein the businessvho are
closest to the information, bufT tends to be responsible foxformation security

9 L¢ G4SyR& (G2 2LISNIGS d FN¥YQa fSy3adk FTNRY (GKS

1 Attemptsto bridge the gap wittworkflow andbusiness processexhievevarying success

Technology

1 Information scattered across uitiple platformsof varying maturity and capability

1 The rise of theloud ¢ bringing powerful capabilities more cheaply, but also downsizing of IT
teams, skills and budgets

1 The rise of mobile devices and workfor@esverything is available everywhere, anytime

1 Many security solutionandvendorscompeting for market share

As with any risk, the insider threat can be stated as the likelihood of an incident, crossed with the
potential severity of an incident.

So, anyeffective solutiorfor minimidgng insider security threat neesto sit at the junction ofall four
areas at oncgereducing the likelihood and severity of any incident.

Solutions which focus too narrowly on only one or two of these areas are only evertgdiage
limited overall effectiveness.

Relevant Technologies

There are a wide variety of technology types which are relevant to insider security. Choosing
technologies must begin from an analysis of your own specific circumstances, risks and priorities.

Following are the five most relevatyipes of technology

Access Management

Controlling, validatingnd reportingon who has access to what, and how that changes over.time
Ensuringappropriateaccess to information, in compliance with regulations, staad and business
needs.

Torsion Information Security fits into the Access Management category, and sits alone among
solutionswhich work withSharePoint / Office 365.

¢ Other technologies such as authentication, identity management, lockboxes, CASBs, encryption,
firewalls,andintrusion detection are also relevant in a general sense, but are more foundatoal
technical than this discussion is intended to cover.

© 2017 Torsion® Information Security Ltd.
www.torsionis.com



TORSION Heamtmion secuiry

Data Loss Prevention

Detecting, alerting and preventing documents

and other forms of information containg

sensitive details (such as credit card numbers,
Rights Data DOBs, social security numbers, etebhlen

Management Classification moving acroskoundaries or between people

in violation of business rules

Insider Security

Technologi i i
echnologies Behavioural Analytics

Monitoring people's interactions with
systems andnformation, detecting, alerting
Behavioural Data Loss and preventing anomalous behaviour. e.g., if
Analytics Prevention a user tries to download document library
when they've not actually been involvedth
the information, might trigger an alert for an
administrator to investigate

Data Classification
dassifying information by somsombination ofcriteria, such as sensitivity, audience or puspp
and then using those classifications to drive security behaviourstinpeople and technology

Rights Management

Extending and enforcing rights to interact with information in different ways, including when the
information has left its host system.ge a person may only open a particular document if they have
rights toit, even after that document wasopiedto them outside the network

SharePoint / Office 365 and the Insider Threat

Some technology types relevant to the insider threat are quite sexlficed through SharePoirand

particulaty Office 365 which is evolving rapidly. Mileage will vary fepoemises deployments of

{KFNBt 2AyG3X RSLISYRAY3 2y 6KAOK @GSNERAZ2ZY 27F { KI NBt
G§SOKy2t23ASa &2dz2Q@0S RSLI28SR f2y3aARS AdG®

1 Rights Management now generally avéable through Office 365. Goremises, requires Active
Directory Rights Management Services (ADRMS).

91 Data Loss Preventiognow generally available through Office 365.

1 Behavioural Analytics While this is not generally provided through Office 365, the loimation
of the Audit and Graph APIsw@rovidesmuch of the big data that is the bas behavioural
analytics Expect to see this space maturing ovube next 1218 months

The Biggest and Most Difficult Insider Security Challenge
In ourjudgement, tre biggesthallengen termsof the insider security threat is, and has always
beenkeeping control oficcess to information

¢KS 0Sad LINIOGAOS LINAYOALX S 2F W[ SIFHad tNAGAf SASC
information theyneeda I+ ye& 3JIAOSYy Y2YSyGs FyR y2yS GKIFI{G (KSe@
of the insider attack surface, and thus minimisation of the risk of breaches.

But this is much easier said than done.
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If you gpeak to any administrator, consultant or professiowdth a depth of experience in
SharePoint or other information managemerthnologies a plurality of experiences will describe
a2ai0S8SYa oAUGK WLISNXYAaAaaAz2ya 2dzi 2F O2yiGNBf QO

For years, Information Architects have prescribed governance processes to adisdssue, but
success has always been limited. There are just too many documents, too many people, too much
business change, and too many daydayhindrancedor such processes to achieve robust results.

Most systenmmodek for managing user permissiotend to be difficult to manage, especially at

A0l tSd /2yFAIdzZNI A2y SNNRBNER 6KSNB LIS2LX S KI @S
commonplace. They are also extremely difficult to detect, because doing so requires a close
understanding of the pedp, business and technical perspectives of every individual piece of
information (i.e. each of the four pillars above).

Arecent surveyfound that 71% of staff have access to more information than they should. Bringing
this number dowrsubstantiallyis extremely difficult. But minimising this number is fundamental to
minimising the likelihood and severity of insider security incidents.

How the Challenge Arises 1. User Experience

In many information management systems, including SharePoint, the useliexpeis oriented
towards information sharing: making it easy to grant access for people to information. This is great
for facilitating collaboration and information reuse. But the courpeint ¢ revoking access from
people to information when it is no tgerappropriate¢ is much less prominent.

ice 365  SharePoint ' ? ~  Take this screenshot of a

SharePoint document library as
RSIC e *

& Torsion Information Security Intranet an example. There atbree

o .o D —— ‘oosn <= o  prominent links in the main user
) w o Cetomer oo = . @xperience (circled), suggesting
that we expand access rights.

@9 20160705 Customer General Introduction.pptx °

@8 20160907 Company Update.pptx —
Download
e

@ ] 20160609 BG Info and Stage Customer Intro.pptx

But what about revoking access
for a person to a document?

. That takessevenclicks Gelect>

B 2016108 Compny Updse ot - X [etails>Manage Access
201104 S 305 s : Dropdown> Stop Sharing > QK

@5 20161109 Stage 90 Second Pitch.pptx

@# 20160912 Market Introduction.pptx
@ 20160927 Animated Logo Single Slide.pptx

¥ 20161020 Stage General Introduction.pptx

And thatis only after some
trigger togo on this journey in the first place. In realjts just rot going to happen in any normal
course of eventsPeople are too busy.

The result is that people tend to accumulate access to information over time. The business
circumstances which made it appropriate for a person to have access to a piece of information

KIS OKFy3aSRX odzii LIS2LX S 1SSLI GKSANI I 0O0Saa Fyegl

7 http://iwww.forbes.com/sites/gilpress/2014/12/09/sonys-not-the-only-companywith-subpardata-security
new-surveyfinds/#46e6d6db2547
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How the Challenge Arises 2. OWhoo is Not Meaningfully (
It is easy to grant access for a person to a piece of information. It is mudarhiarknow why this

was done in the first place, unless you happen to be the person who made that decision. And even

then, who isgoing to remembewhy they gave someone access to a document 18 months ago?

Thisisrelevantbecause unless we knowhysome y S Kl & | 00S&da G2 &a42YSUKAy3
reassess whether they should continue to have access to something. It @iffienjt to determine
correctnesof accesgontrols especially as the information ages, and people's attention moves on

So, the mly way toproperlyNB @2 1S LIS2 LJX SQa

I OOS & &s tainkeBogatel KSe  y 2
0KS AyaildAaddziazylt YSY2NER 2F GKS
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Furthermore, being able to explain why people have accessttain information is key to
demonstrating compliance with many critical information security regulations and standards.

How the Challenge Arises 3. Its Just Too Complex

Even smalio medium sized organisations will often have millions of documents and files. Files are
often spread across multiple systems, including collaboration systems such as SharePoint and Google
Drive, onpremises file shares, CRM and legacy syst&mesy systenworks differently.

Every file has different people who can accegddtr current or historical reasons, for business or
technical reasons, for correct or incorrect reasaBenstant business change makes required access
to information, a constantly movig target.

Part of the reason the configurations controlling who can access which files are so complex, is
because they are a loose approximation of the organisational structudeich itself is very
complex. Departments, functions, roles, offices, teand statuses; joining and intersecting in
multiple dimensionsPeople assigned to on@ojecttoday, and another tomorrow

The set of configurations is a massive, tangled, constantly changing web of complekigh could
never be reliably controlled nmaally by any human.

How the Challenge Arises: 4. Empowering IT, not the Business
Severatoolsexistwhichallow IT teams to manage ameport onpeople's access to information.

.dzi L¢ GSYyR&a& (G2 2LISNIGS |0 I NisQtholsbuidyoddiakke T NB Y (K S
assumptiong that ITactually knowsvhat any given piece of information is, how sensitive it is, who
should have access to it, or how these concepts change over time.

Whoever is responsible for controlling access to a piece ofrivdtion, and how access should
change over time, needs be in a good position to understand the context, sensitivity, purpose, and
nature of the information itself. This understanding is fundamental to the making of gandity
decisions on a constarngoing streamlinedbasis.

This is only ever going to be the people in the business who are closest to the information. It is never
going to be the IT teamsno matter what business processes we create to try and bridge the gap.

© 2017 Torsion® Information Security Ltd.
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Introduction to Torsion Information Security

Torsion is a clouBbasedinformation security engine. It maximiseontrol andvalidationof accesso
information, in orderto minimiseinsider security risks and stnedine compliance.

: ¢KS Sy3aAyS Nizya 2y ¢2
r,_éTORSK)N' servers hosted n the Microsoft

cloud Everycustomer has their

own tenancy which is100%

isolated from every othetenancy.

B> SharePoint e e o ] Office 365 LSRRI  The customer establishes secure
connections between their
Torsion tenancy, and each of the
systems in which they manage

. Obiecli business informatiom both in the
&% socument =DICEE cloud and orpremises.

23 Drophox —— X Confluence & OneDrive |- G Alfresco

Once connected, Torsion begins buildanmgndex¢ a completemodel of allthe files, people, and
access configurations between them. This index is kept up to date, constantly and automatically

¢tKS AYRSE R2 SéusldisinddLdyta. Every fild-agdéaccess configuration is assigned a
unique identifier; the index is essentially a big collection of pointers.

Torsionmonitorsexactly who has access to what informatiorcdptureswho granted access, when
they granted it, and why they did. It tracks every single change to the security configufation
every single document, file and record

This information is then made
avalable clearly and convenientty
whenever an information owner,
administrator or auditor needs to
consider the security of any piece
of information.

X\ |
~ Torsion validates and controls access to informatjon
But more than validating access to | {$TORSION Controlling insider security risk, automatically.

. . . [NFORMATION SECURITY i i
information, Torsion also Simple Preciseand Robust

automatically contradit.

Using techniguescluding Security
Rules, organisational modelling anc
artificial intelligenceg Torsion

constantly determines necessary =
access changes, and automatically Eﬂ Eﬂ =

grants or revokes accegone
document at a time1 omillions of File Shares SharePoint Documents CRM Records
documentsat atime.

1)
I

Once activatedTorsion can start adding value to the business in as little as two hours.

© 2017 Torsion® Information Security Ltd.
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How Torsion Addressesthe Insider Threat

Torsion Addressesthe Challenge: 1. Improved User Experience

When a user interastwith a connected system such as SharePoint Online;, #xgierience in most
scenarios ias normal Butwhenever theyneed to consider or manage access to information,
Torsionsubstantially improgsthe experiencedeliveingfar better securityresultsfor the business

Vice President Merger Acquisition

- Moria Green Finance Member of Domain Group: Approver
Manager QL_DomGroup_HQSF

Show 2 mare...

Rigmor Evans
Aszistant Chief

Forany documentTorsion FESNIRSEEESES A & 7 wopa
providesanimmediate e s
VieW Of WhO can access |t Sharing and Security for Folder: Fldr2361 1NKJ4 @ e x
WhO gave '[heI’TB.CCGSﬁnd OThJS folder is shared with 118 people. Senior Management Only b
why. Se at a glance VERVIEW
whether the information is O DER SECURITY OVERVIEW
accessible outside of the i craceRoberss
Ol’ganisation and a SATOR RS Shared outside the organisation
summary of accedsstory.
G Classification Label applied directly * Sharing configuration applied directly
Thisprovidesa clear
knowledge basisn WhiCh A External to the organisation: 21
to make the bet pOSSi ble People who currently have access to this folder: Wi e o 3
security decisionskey "8
detalls arepr0V|dedS|mp|y With read permissions: 18
and clealy, and naturally
integrated in the workow. § TORSION s ok | X cancel
Sharing and Security for ShrePtSite: ;ite3338 TAOKH (i) @ e x SHARE THIS FOLDER WITH INDIVIDUAL PEOPLE
Thissite is shared with 98* people. Senior Management Only b ok
SEE WHO HAS ACCESS Morlko Davies
SEE WHO HAS ACCESS TO THIS SITE < Selectman
The following 98 people have access to this site: </ Hide suzpended access
IFiIte' By... IEr:h I Page: iz Morna Davies
Park Manager
l Morten Evans Chief with broad access rule: Interna Full Control - B
k Administrator People Only 5/ Tamora Edwards

-

P oo msmer Mo of e G Removing accesgetsequalemphasis
asgranting it, and temporary access
ot > expiresautomatically, combahg
& TORSION s Ok | X Cancel Privilege Creep.

Show 2 more

And row abou whenthereare o this site for individual people:
multiple people with the same
name? Information accidentally
shared with the wrong person
with the same name has been
the cause of many catastrophic 7= i WG il . 1 X

insider security breache3.S  OF f f G KA a ( K STordlaNaddngsssihis foai &w@ys LINR 6 f SY
includingphotos alongsidelLJS 2 LifarBe) tiroughoutthe information sharing experience.

orrissey Jones Are you sure you want to remove this person's individual access to this site? OK X Cancel

© 2017 Torsion® Information Security Ltd.
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Torsion Addressesthe Challenge: 2 . O WHov®deiasmi ngfully Connect ec
Torsion tracks not just who has access to what, but why they have itedken why someone is

being granted access to something is quickly captured at the moment it happens, and is surfaced
whenever we need to review or validate access to any information.

SEE WHO HAS ACCESS TO THIS SITE

The following 23 people have access (plus 7 people who have suspended access) to this site:

@sion .| CITA | | e

S TRV TEw

viaay wuvsn g

]

-
5

Alexander Hall Sheriff For: Ongoing Oversight Full Control | E ]

7

Show 2 more...

Moriarty Harrison Finance

Manager

Temporary until 08/12/2017, for:
(Holiday Cover)

Reader [ E )

[}

Many indUStrieS are SUbjeCt to SPECIFY THE REASON THIS SITE SHOULD BE SHARED
Stringent regulations’ in Wh|Ch Specify why this site is to be shared with:

an auditor may demand to . Gabriel Davies
'- ance
know exactly who has access e ’

to a particular document’ and © Theyshould have temporary individual access

Why they have it. Choose how long they should have access to this site for:
0 1 week

Kaithyn Harrison Offica
Supervisor

As a person working In Human
Resources, and at Chicago USA HQ,
and as Analyst. and as External

Restricted [ E )
Reader

1 day 3 days Expiring

01/10/2017 m

By keeping track of the 2 months
reasons and circumstance$
every single access
configuration, Torsion makes
it simple to satisfy the auditor
that the business is inoatrol

of its information security.

2 weeks 1 month

Specify why they should have temporary access:

© Select a reason:

Authorised Audit

Holiday Cover

Periodic Support

Autharised Audit

Sick Cover

Secondment h

They should have permanent individual access

And by making clear to the information
owner in the business, exactly why
anybody has access to their information,
they are much more likely to spot
anomalies, and take corrective action.

ACCESS DETAILS

Access for: Gabriel Davies
was granted to the site:  Site4991 X2UlY
by: Addison Moore, Project Director

priorto: 1:55AM on 03/08/2017 e.g. if we can see the reasormparson has

with permission: Contributor
for the reason:

Temporary until 28/10/2017, for: Authorised Audit

oK

© 2017 Torsion® Information Security Ltd.

access to a folder is because they were
providing cover for someone, and we
know that cover has ended, we are much
more likely to poactively remove their
(now unnecessary) access to the folder.

10
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Torsion Addresses the Challenge: 3Defeating Complexity with Automation

Given that we may have hundreds or thousands of staff, millions of documents, and squillions of

individual access control decisions along the way, automatically is the only e®#ithOOSa a 2dzi 2 ¥
O 2 v (pieBeim@ ever going toebtruly solved.

For years, the basic approach to controlling information access hasldegtists of people's hames
Ol t f SR, cieaedBndzinEin®ined manualljorsiorbringspowerful business ruledased
access control to all of your information systeqis a manner that is clear, simple, and consistent

SHARE THIS FILE WITH A SECURITY RULE

Give access to the people who work: § ADD ALL INTERNAL PEOPLE #§# ADD EVERYONE [& VIEW RULE MEMBERS
As Manager, and in London Office

u Y

- [ ] European Offices
§i ROLE Offices and research facilities in Europe

5 _ London Office
(;./’ OFFICE LOCATION > © 751 Fenchurch Street, EC2 SWS, London UK

= Amsterdam Research Station
wy ASSOCIATION TYPE Binnengasthuisstraat 9, 1012 ZA Amsterdam, Netherlands

J1 DepARTMENT

Paris Office
2 avenue Gabriel, 75008, Paris France

4 ADDRULE

% CLEAR SELECTION BE UsA Offices

The following Security Rules have been configured for this file

As Manager or Senior Manager, and in London Office or Paris 785 [ VIEW Contributor v X
As Graphic Designer or Developer, and as Intern or Contractor 32 [EVEw Reader MR
Senior Managers ¢ 2 NR 3e2wyitgRailes are defined by the farmation

owner in the business, in just a few seconds.

Soaod wwsSI R loMasagess intha Eidgihetring { Sy

58LI NIYSyids gK2 NB ol aSR Ay (K
London
Office

Engineering
Department Enforcement of the rules is then completely automatic, as
the business changes over timiorsion constantly
determines necessary accasmfiguration changesand
grants or evokes access in real ting@ne document at a time, or millions of documents dirae.

) ) SECURITY RULE MEMBERS
|nf0rmatl0n OWnerand the bUSInGSS&re mUCh These are the people whose profile makes them a member of the Security Rule:

more about the information itself, than they do e Divector or Mansger. and in London Offce
aboutthe systems which store it. Torsion

- i ason | cmmm——
provides the exact same expence and
functionality across all the systems where the
business manages information. Users need not Amor Thomas County Commissioner
be concerned witldifferences between

D

SharePoint, File Shard3ropboxand CRM. Caden Wilson Commissioner
s
CENEAZYOA (SOdNRGE wd gaf oo AaABS
complexity ofcontrollingaccess tanformation. [~ Vice President
Driving accuracy up, andperationalcostsdown, e Adminstration
to deliver powerful results for the business. f o D L -
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Torsion Addresses the Challenge: 4Empowering the Business Supported by IT
Torsion removes the burden of maintaining access controls 1T teams. Security decision making
shifts to the information owners in the business, and execution of changes is handled automatically.

This substantially reduces operational costs, and enables IT to deliver far superior information

security outcomegor the business.

¢C2NRAZ2YQa LYy T2NX
IT teams to manage access across
the whole organisation. It brings
security configurations, information
and whocanaccessvhat into a
single hierarchical view.

The consistency and automation of
the security configuration is given a
simple score, allowing ongoing

measurement of security outcomes

Torsion also provides powerful
reporting capabilities. Instantly
generate reports on the security of
any site, library or file.

Reports can baistorical, describing
the security of any item, on any date

in the pastg not just present day.
Allowing an effective response under
audit or forensic scenarios.

And Torsion makes it simple to respond to critical
situations. For example, if a staff membgunder
question, IT teams can immediately suspend their
access to information, without necessarily
suspending their entire account.

Seeing what information a person can access is as
simple as lighting up nodes in the tree.

Access can even be suspendetl restored as a
YFGGSNI 2F NRdAziAyS>s €A1S Ly W2dzi

© 2017 Torsion® Information Security Ltd.
www.torsionis.com

27

2FFTAOS NBLIX &c¢

12









